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CSP Architectural

Application Layer Smart Card CSP

Handle (HCRYPTPROV)

Handle (HCRYPTKEY) {

Signature Key pair Sin

Key Exchange Key pair = I
{ * | Session Key object |
Handle (HCRYPTKEY)
o | Session Key object |
. | Hash object |
Handle (HCRYPTHASH)
o | Hash object ||

‘ o CryptoAPI 25 0 O
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HiCOS PKI Smart Card Cryptographic Service Provider safeSign CSP
o o [
[ [
[
[
WINO9S,ME,XP,2003,VISAT32 ,VISAT64 WINOS,ME,XP
-~
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Supported Algorithms HiCOS PKI Smart Card CSP SafeSign CSP (1.0.8)
CALG_RSA_KEYX o o
CALG_RSA_SIGN o o
CALG_DES ® ®
CALG_3DES_112 ® ®
CALG_3DES o o
CALG_RC2 o o
CALG_RC4 ® ®
CALG_SHA1 ® ®
CALG_MD5 o o
CALG_MD2 o
CALG_SSL3_SHAMDS ® ®
MAC *
HMAC *
-
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R KeySpec name KeySpec

GP£(1024) 1024 k1 AT_KEYEXCHANGE
TP£(1024) 1024 kl AT _SIGNATURE AT_KEYEXCHANGE




Acquiring a CSP Context(1)

BOOL WINAPI CryptAcquireContext (

HCRYPTPROV* phProv, Pointer to a handle of CSP
LPCTSTR pszContainer, BT E LA
LPCTSTR pszProvider, CSP 2 4f
DWORD awProvType, Ccsp TYPE
DWORD adwFlags Flag Values

HICOS CSP % #£: HICOS PKI Smart Card Cryptographic Service
Provider
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Acquiring a CSP Context (2)

%az;l]

HCRYPTPROV hCryptProv;
iIf(CryptAcquireContext(
&hCryptProv,
"HiCOS PKI Smart Card Cryptographic Service Provider",
NULL,
PROV_RSA_FULL,
0) I= FALSE) {
printf(“CryptAcquireContext failed.\n”); //e¥ ¥ % pz
by
else {

printf(“CryptAcquireContext succeeded.\n”);//e% e+ = 54

CryptReleaseContext(hCryptProv,0); ®
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General Cryptoki Model

Application 1 Application k
Other Security Layers Other Security Layers
Cryptoki Cryptoki

T

Device Contention/Synchronization

—

Slot 1 Slot n
Token 1 Token n
(Device 1) (Device n)
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HICOSPKCS11.dll aetpkssl
o o ®
o o
o
o
WIN98,ME,XP,2003,VISAT32 ,VISAT64 WIN9S,ME,XP
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HICOS+ (+ % TP ) G&D+ (+ :GPH &)

) ]

| RSA private Key 1 : 222 E:XZ:E Ezz ;
. RSA private Key 2 | RSA private Key 3
—RSA public Key 1 — RSA public Key 1
—RSA public Key 2 — RSA public Key 2
— Certl — RSA public Key 3
— Cert2 —  Cert2

B g':of(e:i\ Cert o

B — Data Object 1
—Data Object 1 _

—Data Object 2 — Data Object 2
—Data Object 3 - i

—Data Object 4 Data Qbject 3
—Data Object 5
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iz * HICOS PKCS#11

CK_FUNCTION_LIST_PTR ckFunc;
CK_RV InitializePKCS11(){

CK_RV rv;

HINSTANCE hModule;
CK_C_GetFunctionList pC GetFunctionlList;
CK_C_INITIALIZE_ARGS InitArgs;

InitArgs.flags = CKF_OS_LOCKING_OK;
InitArgs.pReserved = NULL_PTR,;
InitArgs.CreateMutex = NULL;
InitArgs.DestroyMutex = NULL;
InitArgs.LockMutex = NULL;
InitArgs.UnlockMutex = NULL;

hModule = LoadLibrary("HICOSPKCS11.dlI");
if (hModule ==NULL)
return CKR_FUNCTION_FAILED;

pC_GetFunctionList = (CK_C_GetFunctionList )GetProcAddress(hModule,"C_GetFunctionList");

if ((rv=(*pC_GetFunctionList)(&ckFunc)) '= CKR_OK)
return rv;

rv = (*ckFunc->C_Initialize)(&InitArgs);
return rv;
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HiCOS PKCS#11 (2.0.5) SafeSign PKCS#11( 1.0.8.42)

Aty HiCOS+ (+ 5LTP™ &), G&D—+ (+ 5.GP® &) G&D+ (+ 5.GPH )
Supported Algorithms
CKM_RSA_PKCS_KEY_PAIR_GEN o o
CKM_RSA_PKCS o o
CKM_RSA_X509 o
CKM_MD5_RSA_PKCS o
CKM_SHA1_RSA _PKCS o
CKM_RC2_KEY_GEN [
CKM_RC2_ECB o
CKM_RC2_CBC o
CKM_RC2_CBC_PAD o
CKM_RC4_KEY_GEN o
CKM_RC4 [
CKM_DES_KEY_GEN ([ ] o
CKM_DES_ECB o
CKM_DES_CBC o o
CKM_DES_CBC_PAD [ ] [
CKM_DES3_KEY_GEN o o
CKM_DES3_ECB o
CKM_DES3_CBC [ ] o
CKM_DES3_CBC_PAD [ ] [
CKM_MD2 o
CKM_MD5 o o

KM_SHA1 o o
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FEt Rt
-i¢ * C_GetTokenInfo ¥ 3 B~+ % + 3L

typedef struct CK_TOKEN_INFO {

CK_CHAR serialNumber[16];
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PKCS#11: %

¢ ~ HICOS PKCS#11
119518 1D

LoadLibrary J | . /
# 15 4p )& ¢ Private Key 3 i
C_lInitialize |
Private/Public Key #- ¢
o i B e (E 4 2
C_OpenSession (& 3,5 f2%)
l C_Logout
C_Login
l C_CloseSession
= ; C_Finalize
FHEE I
(PR PG ST 47 3¢ HICOS PKCS#11
| FreeLibrary
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