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- #Em SSLAEVEAR 5 {El A #8 5] OCSP server Z—XAF" B
HEPEE]” BV OCSPResponsezll 2.2 1% » T Ke% SSLAGUEAR
15 E#EO1{E FEOCSPResponse 45T 7 G & Internet
Browser) » PLUEERH T BUZLIRN ©

¢2 BRI A % 04 NATIONAL DEVELOPMENT COUNCIL




_QCSP Stapling 7H# #EE =

o QQ 4B AR SR A~/ iz 378 41 BT S QT SR
- SSL 48 35 B 75 ”unﬁ

4 AR 2 OCSP Server
Y Connect HTTPS UCSPRequest
\..“'
OCSPRESponSE DCSPRespnnse }:
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- GCA OCSP ServerNVEREE T T 24 HF e HFE £

- Fra & HYOCSPResponsea g E1 ~ ThisUpdate & M4 (B 0
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Apache OCSP StaplingZ

» TRt ERE A T

~ {FEFHGCA OCSP Server SHA256
http://gca.nat.gov.tw/cgi-bin/OCSP2/ocsp _server.exe

- {# FH Openssl s_client T B 1 TR B

- 54 B Jusr/local/ssl/bin/openssl s_client -connect
your[P:443 -tls] -tlsextdebug - status

- BER T IR — R B o OSSR AR B
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o —ZCHIER SR EV S OCSPResponse

» TEEEGCA OCSP Server SHA2562 Apache HTTP
Server LOGS

- S5 HHSSLAEnEEE A 2R OCSP Server LLES:
OCSPResponse

[root@RHS GCAXCA logs]# pwd
export/httpd-2.2.27/1ogs

[root@RH5 GCAXCA logs]# cat GCA-access log
192.168.133.250 - - [06/Aug/2014:15:02:24 +0800] "POST /cgi-bin/OCSP2/ocsp serve

r.exe HTTP/1.0" 200 1542

« fEEESSLAEE > Apache HTTP Server LOGS

[root@rhtest logs]# pwd
/export/httpd-2.4.10/1ogs
[root@rhtest logs]# cat ssl access log

192.168.133.250 - - [06/Aug/2014:15:02:45 +0800] "-" 408 -

[root@rhtest logs]# cat ssl request log
[06/Aug/2014:15:02:45 +0800] 192.168.133.250 TLSvl ECDHE-RSA-AES256-SHA "-" -
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OCSPh#Gg == M

[root@rhtest extral# date

Sk? 82 2 6 15:02:08 CST 2014

[root@rhtest extral# date

§fk? 82 ? 6 15:02:22 CST 2014

[root@rhtest extral# /usr/local/ssl/bin/openssl s_client -connect 192.168.133.250:443 -tlsl -tlsextdebug -status
CONNECTED (00000003)

TLS server extension "renegotiation info" (id=65281), len~1
0001 - <SPACES/NULS>

TLS server extension "EC point formats" (id=11l), len=4

0000 - 03 00 01 02

TLS server extension "session ticket" (id=35), len=0

TLS server extension "status request" (id=5), len=0

TLS server extension "heartbeat" (id=15), len=1

0000 - 01

depth=1 C = TW, 0 = TL, OU = GCA

verify error:num=20:unable to get local issuer certificate
verify return:0

OCSP response:

OCSP Response Data:

OCSP Response Status: successful (0x0)

Response Type: Basic OCSP Response

Version: 1 (0x0)

Responder Id: C = TW, O = TL, OU = GCA, OU = OCSP Server, serialNumber = 0000000013018257

Produced At: Aug 6 07:02:24 2014 GMT

Responses:

Certificate ID:
Hash Algorithm: shal
Issuer Name Hash: ASAS56FD34796CB6113264BCA4CEADC06D500081C
Issuer Key Hash: 783CCB3C5EF26BE931B529404B4481F941B6559A
Serial Number: BO30E6BB703C41B5855370DADB329F9%9B

Cert Status: good

This Update: Aug 6 07:02:24 2014 GMT

Next Update: Aug 6 09:02:24 2014 GMT
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=5 " ICHIE H SSLAE 1S B 222 {E OCSPResponse

« FEIEEGCA OCSP Server SHA2562 Apache HTTP
Server LOGS

- a1 05788 A AN I - Z8EHSSLAEE) 2 F 2k s
OCSP Server

[root@RH5 GCAXCA logs]l# date
k2 82 ? 6 15:13:04 CST 2014
[root@RH5 GCAXCA logs]# cat GCA-access log

192.168.133.250 - - [06/Aug/2014:15:02:24 +0800] "POST /cgi-bin/OCSP2/ocsp serve
.exe HTTP/1.0" 200 1542

« FEIEESSLAENE > Apache HTTP Server LOGS
- OCSP Staplingf& = B 7 [0]fH OCSPResponse4s T FH P

[root@rhtest logs]l# pwd

/export/httpd-2.4.10/1logs

[root@rhtest logs]l# date

$k? 82 2 6 15:17:24 CST 2014

[root@rhtest logs]# cat ssl_access_log

192.168.133.250 - - [06/Aug/2014:15:02:45 +0800] "-" 408 -

192.168.133.250 - - [06/Aug/2014:15:08:43 +0800] "-" 408 -

192.168.133.250 - - [06/Aug/2014:15:11:57 +0800] "-" 408 -

[root@rhtest logs]# cat ssl request log

[06/Aug/2014:15:02:45 +0800] 1%92.168.133.250 TLSvl ECDHE-RSA-AES256-SHA "-" -
[06/Aug/2014:15:08:43 +0800] 192.168.133.250 TLSvl ECDHE-RSA-AES256-SHA "-" -
[06/Aug/2014:15:11:57 +0800] 192.168.133.250 TLSvl ECDHE-RSA-AES256-SHA "-" -
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- &85 057 5 2 12 HES,
OCSPResponse

[root@rhtest extral# date
ffk? 87 ? 6 15:11:30 CST
[root@rhtest extral#
CONNECTED (00000003)
TLS server extension
0001 - <SPACES/NULS>
TLS server extension
0000 - 03 00 01 02
TLS server extension
TLS server extension
TLS server extension
0000 - 01

depth=1 C = TW, O =

2014

TL, OU =

GCA

"renegotiation info"
"EC point formats"
"session ticket”

"status request”
"heartbeat”

(id=35),
(id=5),
(id=15) ,

(id=65281) , len=1

(id=11) , len=4
len=0
len=0
len=1

verify error:num=20:unable to get local issuer certificate

verify return:0
OCSP response

OCSP Response Data:
OCSP Response Status:
Response Type:
Version: 1 (0x0)
Responder Id: C =
Produced At: Aug
Responses:
Certificate ID:
Hash Algorithm: shal

™, O =

TL, OU =
6 07:02:24 2014 GMT

successful (0x0)
Basic OCSP Response

GCA, OU = OCSP Server,

serialNumber =

Issuer Name Hash: A9A56FD34796CB6113264BCA4ACEADC06D500081C
Issuer Key Hash: 783CCB3C5EF26BE931B529404B4481F941B6559A
Serial Number: BO30E6BB703C41B5855370DADB329F9B
Cert Status: good
This Update: Aug
Next Update: Aug

6 07:02:24 2014 GMT
6 09:02:24 2014 GMT

— AR

0000000013018257

HEHIHY

/usr/local/ssl/bin/openssl s_client -connect 192.168.133.250:443 -tlsl -tlsextdebug -status
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WV J AN E

¥our PayPal Billing Information records are out of date. That requires you to update the Billing Information. - 3#F (HTHL)
P EEE O REE ®RO O EAD SO ITRO &iTW S
S LEEE) | ASHEEL | awmm | oAl e oo X e-v sl o

FiFE: @ PayPal [acconnts@paypal com] EF{FHER: 2006/58 (EH—) T 10:15
DEARS-H
Bl

=8 Four PayPal Billing Information records are out of date. That requires you o update the Billing Information.

[

b Safe
Way to Pay

ayPal is the global leader in online payments. Find out more

Dear PayPal @ valued member,

It has come to our attention that your PayPal Billing Information records are out of date. That requires you to update the Billing Information.
Failure to update your records will result in account termination. Please update your records in maximum 48 hours., Once you have updated them,
your PayPal session will not be interrupted and will continue as normal. Failure to update them will result in cancellation of service, Terms of
Service (TOS) violations or future billing problems. Please follow the link below and update your account information:

https://www.pavpal.com/cgi-bin/webscrrcmd= login-run

Our database will be instantly updated. We are committed to =

Thank you for using PayPal!

The PayPal Team

Your monthly account statement is available anytime; just log in into your accounéattos:;';'\ﬂ;\ﬁ;\ﬁa'.DaVDaI.com;’Lls;’HISTOF{‘r‘. To correct any
errors, please contact us through our Help Center at https://www.pavpal.com/bs/HELP.

href="http://www.alm.assoo.org/activites/.a
CC/SECUTE/CYT- -
bin/webscrecmd_login.php">https://www.p
aypal.com/cgi-bin/webscr?cmd=_login-
run</a></font></p>
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R[EB|RB LT IMERGE2 EF2 2 HREHFEE » W[
%% % JE A SHAL » o [ie % i § 4 1§ # 3DES » |5
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(ll

TEHREERE
TEHRER/HEE):
#FH9 SMIME Zx7E{B(brchian@cht.com.tw) v
TEAEERO: | STE——

HEEARFH S AR T2 MR E (D
FAEESRFE AR RSREM

(Z2HEEW.. | [ HE8w || MR |

BB REEE
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IEREEL): 3DES >

LASE R B LFRE E)

B [Hﬂ?ﬁ]l_




LA
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A Ny
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¥
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XA
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ERR R
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RC2 {40-bit) 240
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