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1. Enﬁﬁﬂﬂﬁméﬁmﬁﬂ ﬂE(?Ehttps@ #R) - GRIREE
é:/tEn';f:T @E’J"““i(https mixed content)
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i1t Mixed Content(1/3)

B AENABWEZttpsELR  SHZHIREGAR
HZE S (https mixed content)

@ https://www.ezfly.com.tw/ L~C H B eflySRE~BE TE .. l | &

EE BRY ENSEQ IRED =8O

MHEEWW
e - HELR SRR

KZEhttpSEl/J Al
PZ I|\|—.| E E/J I“E\—l_
e OB

: 5”‘?‘5¥§20499
ENEE5814900

FEFE 1 9999 EEEE79999:2

£EER2988:  FRS5H10900:E BREEAR  EFIERES500:E R RERE HEE=4016999
228i2F5\89003zE

ERrS vse 55 B2 NUS® AN B8 =8 BIASEE44102
52 B% 5= E¥s Dxr @e 25)"E B =EEE2300

4/29FHBRA=F
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4L Mixed Content(2/3)
> Mixed Content(#A BB /A https)

® fttps//www.nmns.edu.tw

z “ (e ﬂ Elements Console Sources Network  Performance Memory  Application
g . Security overview
ML @
Main origin
. B https://w
Non-secure ¢ ® | Mixed content
® http://wy This page includes HTTP resources.
A http://qu View 30 requests in Network Panel
A http://dn
 chrome B Valid certificate
Secure origin The connection to this site is using a valid, trusted server certificate issued
B https://ce by 17E5.
! B https://w View certificate
i‘ B https://w
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Z8uEMixed Content(3/3)
> AE#AE T Rform actionf® B 7 IEhttpsHIBIELE

- |‘ @ Nttps://www.motc.gov.tw/ch/index.jsp

STRY O “ [k ﬂ Elements Console  Sources Metwork  Performance Memory  Applicatior
E o |
@ Overview ecurity overview
‘ @
Main origin

B https://www
sl ol ®  Non-secure form

W https://www This page includes a form with a non-secure "action” attribute.

BEF) HKE\E) BEH(0)

I Ettps://www.motc._go"v.tW/chﬁﬁ': 't-:'x'.'jspj;*lt -
!

1356 <th id="Search_frame">Search_frame</th=>

1357 <!t,r>

1358 <tr=

1359 <td colspan="3" headers="Search_frame">

1360 <form name="searchform" method="post" action="http:/search. motc. gov,tw.fcgi-bin!searr':hfquery.cgi"}argeb:"_blank" style="display: inline;">
1361 <input type="hidden" name="dbs" value="mote

1362 <input type="hidden" name="descps" valne="13E BEEER" ">
1363 <input type="hidden" name="uilang" valne="">

1364

1365 <table width="1%" border="0" cellspacing="0" cellpadding="0">
1366 <tr=

1367 <td width="1%"><label for="search" onclick="javascript:document. getElementByld('search).focus(;"><img sre="img&#x2f ;standardfmotc_r8_c¢27.jpg" 0
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AP 2 Ea8 2 IEHTTPS/REE R AR

2 Eas X FEHTTPS &K Z5K AR AN
Google Chrome |26+

Microsoft Internet | (EREE EFEXP SP3+)

Explorer
Firefox 1.5+
Apple Safari Safari 3+ ( OS X 10.5)

atl : Chrome S50LL EARAEZASIZEWINXP » REEZERALU N ZARA -

o] £Zhttp://www.ithome.com.tw/news/105317
512 : Firefox 53D EARARABZIEWINXP -
o] £%Zhttp://technews.tw/2016/12/26/xp-vista-browser/
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B RESSLIRRE & AR

BB M iz rm 25 GCAAI LR AR

( )
Z0IDAILE KR (18) Z BRI (0ID) - WRRIZAF s
ECGCAMNL EERF R ERIES/RE - EEPFESSLARE(MoIEER L
HFEEE) R LERPGER - WEIF/RERKIE(CSRIE) - ThHE LESRFER
(CSRIEZ ERFS = N EAR)

FEERRINZE - JIHREFFERNE - U HFEEHEE

& N EHSZGCCAEILRAR

& EEIFER FIAGCA ICKEESSLRRS AR

m IESIA

=

RHE B RZEISERE(—REZ20EAE) 2 BE (BRI RIRHE R
BB REE A B AR R E M RARE M 2 49 - BIUD ; R b BUR I BUS 2R 6P
B AT IE A xxx.ntpe.gov.tw - EAEE 2 I E MM RERBIMIEMENT - CEAILZEINA
BEE  ERALFEEMNZEMAAEITIRHSSLURERR

ELIPIRE RS - 35 5% Ehttp://whois.twnic.net.tw/fBRZIP Z il 2 & AR L
A ZHEREFTE - FAAIP(Private IP)EAEREE

HEE BRI S E LI T olRiEGCA SSLRRE
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https://gca.nat.gov.tw/web2/apply01.html

e am ok ta (CSR)EH (1/2)

rr Al E R BREE 22 GCAR LT
https://gca.nat.gov.tw/web2/form02.html

oA EE R B RSA 2048 T & i ¥

EBURFE 75 K 18 (Certificate Signing Request) £GCAMILEITER R
FZE - ZCSRARZ NG - IWETRREELENRNERCSRIEA T
1S

- NAISEHEEEH

- MWETRBESEHNEERISERA - oMAmmc L EELHED
Apache (Nginx)

— {EFHOpenSSLEH

— EZEHIserver.keylEBREIAME LTI - EEZBMHERERX
Tomcat (JBoss * WebLogicZZJAVA Based Web Server)

— {EFJAVA keytool E &

— EER .keystorelE XN NE LR - ERXBEOBERERXR
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R sk ta(CSR)EH (2/2)

==

MITCOTCCALECAOAWgYsxCzAJBgNVEBLAYTAI REXMEMwEQYDVOOTDARTEZ 11 TLVHOYXERL
MOewDOYDVOOHDAZTU YWl wZWkxDDARBgNVEAoMAONIVDEMMAoGA I UE CwwDRONEBME gw
Fg¥DVvoODDAS3d3cudEVzdCiib2 0udHexIDAeEgkghki GSwIBCOEWEWRE B2 5hb kRS
aHouY 29t LnR3MITEBT jANBgkaghki GOwOBAQEFAROCAQEAMT IBCgRECAQEAZEFOVIVT
eIuMoChER¥b,/EAGiznr+05/ v115gNEPHel Dem+Ewh T Tp SxmEX STuS 2 orEwl+orw
EwRvIV42JJoYELegtw/ laasOY¥rDmjMFmCB0rSHT 1gl/ csclblint jHEJEBRD2 gt OE
nVEFzOLYy TnLA4EGAZaBABEMa0wBAZ 3uHOF2ZWR2 N,/ ewTril 6PAYy3IDIGZENSnAt 60T
gh9FEENYWYli+awltcYEYinldoGYdMACEQANWLPPD+dzYh TBhrdn7F9gSucyfkEx
FDkzETREEBffroZelRECZob,/ Mafz gaZ i Ih¥zbGiHk+qsiKgegSmH] / pCHERKHWDWEC
cOFELS13KFRZ 10T DACARoA WD Y JEoZ ThvcHAQE LEQADggEBATgNSDOxce ZYTOTV
CEOA+BdGUE1dAH4CH I LMnJuRhBTMN zCGCHEdwg,/ M3N50T8TGoEV+PldbMgOrkruw
LPyNr2 juZMAwE+SCvpECBCS j0bed JEHZgy s KGe junHt Y mAINNE61ixDPiheXz6jmS1
¥+05 jwiBwgYVI4FIv2 6GhmmYi OMOdvXYuotgiRQUT vUDS63R1ITILECETulT+11aP
Mh=85iG3jrTUDszBER Lue6NxnBDWFGIiEQ I mkDRESEEZPDDC 04 DeGaghSd3c+IQ2 £2g
CbgbindE¥piuYZujsCuFIEclCeamwi 3PHOX JexaYbnio6DSirBbckvHy 1 AWpcmvaiy=
BOzTSbA=
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RED MNMERB I
—. BEBFESSLIEE |

1 AR R R BB s GCA ICFk -
IHEBRBEREERVEHES -

S|
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S /0N

—. REEMICEPHASSLE
&

5 PR B DB GCA ICE -

5 LR - FARY
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Step 1 Step 2 Step 3 Step 4 Step 5
SSL-EmEHE it R RS FlENeREEE FEEsEA
B LB A% ERERER # CEEA
#
L amliEd s b b s

AREZSEEREES SN o AHE (18 ) RHAEMNAREEERRE  oESSLOREREFTEEEE
FEARRERTEME 2+ SSLEAREREEREERHSREUTERE (8 ) - BREUMESRSSL (%
TLS ) Server » FIMNEASSLINEEFIHTTP Server -

TEEAREREREECERNSRNAEE (#) IREUMEENSFREs 2 ARERERESE AN
FRIBEHS 7 REREFIServers -

REF - BEMBISERIE

AESEEREEE T NERF  BRET
2 : sEEES

SR IE(CSR) - ERREEDER

1. —EEEFRE(COR) » REEHEHF—EER -

F-#EEREEHREETL

. ERFEABTENTE  BENBEAER -
. SSLRERENHRI10TFE1A1HE » B3FEER2E -

FEEELERFENEER

O #EBESSLERS

O HBEMICEEESSLERB(LATEEREET ) ORECEEESRE

\ ___|
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WezaREEREEESR (RETHESSLEER) 583

BERAEEESICT

SRBEERBRCE < < < <
Step 1 Step 2 Step 3 Step4 Step 5
s | SSLBEE AEAE Py BIEDesE B
FPELEHERORE | saemm R ety RESHER Lo

SEICREE =

AR FE AR B P R(SSLR)

- - -
st DEIL , sEEpse g
B & G\ = }:I:I: + SEEEEEN AR EEBSHECSR)

A it /0ANA RA anH &= FuEHADEES
HEMER (ST 2FHNESR)
RSB - B |-

o BEHEEMEAE 5 46 885 10120003 20060.20001
7 I\\ F)=] OIDFFE RETDHE oD~ L
g
> FETHREMINUZRE=RTR (FNESR )  EREEHEER - BEICEHE
20 o EBEICEEEENER L £ BESE/ELPINEL R ESEREESFESOERIBELNE  SHUESR
X mekE

HAEEAE :  eevesene EDEEHE : | eeecenee
o EEE—EE

:I:IIII'
kO
nllk
J]]

n?u:“k

FLER (R BEHLER) BRSEEE - BREBJRNIEEN - PE LRA20E

(CSR) *
#n5Z78(Domain Name)® xca.nat.gov.tw Q
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_ ,a\;"'%ﬂi% ® - 2B EHAFRE N RERTBIE
a5 IR BN SRR AR R = /&8
_ 7—5)5/255‘%;\;’73"‘ ¥R EBEECCAHR Y " BRESHNK My M

SEE =2%
n/< /E%,\ kvl

B R A UG 5] A =S +E’*”(I\/Ilcrosoft IIS - Apache Tomcat
5iWebLogic) - ZGCAMIEY TMBRBHEBERN T, 28
MERZERFM  WKFMIEREEZERERSE - 825
® GRCA.cer
® GRCA1_to GRCA1 5.cer
® GRCA1l 5 to GRCAZ2.cer
® GCA2.cer

=/1 =0 SEE =YX g
B 59U RS E:'%;E
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SSLZREZ AR EIR(1/4)

B 2 ERZEDIHIEDomain Name 2 &1 E R FESSLRE
- Rt EAZa®AibE ke - LEHIEDomain NametH
B - RIREZRFLRSSURRERND] - oAl /R Z5s% ol
L& iR R MBS R E A =1 H
oIS . Z2EGCARILBRERMEARRFM - BAAEEIR
EUREEHAPXESR - BERIS—SEHEARER
HIE|
® Apache : & key ~ .cer/crt - GRCA1_5_GCA2.crtZl
—aEx
® Tomcat : B & keystorefg 225 —aF 1
B 6 - E ks FEBZEARAEL - BICIRESAE
B IETRER

>.|.
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QFI.I:

SSL/GREE R TR EIA(2/4)

B EEPLOUASEEBEIRL 2R - %%%?
BRREEMERMDWERIBHAECSRIE - ZBREMXENHH

S 2

AA%A

ERIMNBEBERZRRE

® EHCSREFRZEAZEHARS

0 ERZECSRIF =W R TR keystoretg & - RMEIESR
7 ==

0 ERTCSRELRABNINE SR  TREETHNIERIE  ER

iy N EIN ]

o AN&axrfl
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SSLZREZ &R ERFIA(3/4)

SR E ST BRLER(AOELRSSLER) - GRIFIEMTELE
ABREABRRKFLIRAEESEGHS=Z FERESRER

B EZZERAALENENIEEES A

® FEARISSLV2
https://www.nccst.nat.gov.tw/VulnerabilityDetail?lang=zh&seq=1037

® FEFSSLV3
https://www.nccst.nat.gov.tw/VulnerabilityDetail?lang=zh&seq=1025
https://access.redhat.com/solutions/1232233

o A EHESAFTAALEZTNRBIEMNE ESR)

https://www.nccst.nat.gov. tw/VuInerabll|tyDeta|I’?Iang zh&seq=1029
http://download.icst.org.tw/attachfilenew/EXPORTH I ER &% 75 =,

.docx
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SSLZRE R &R ERFIA(4/4)

B (X241 &58 BRI 159R R BEM20fEDomain Name - =& —
EWeb ServerE—EIP_ B #BE201E 415 - RIFEEER
SNIR o 7 BE L F= 2% 5R 2 410, /R 35

B SN2 B Mt =

Y B R #& & % ¥ NATIONAL DEVELOPMENT COUNCIL 25
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2]
(1)

3

0
5
D
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0
=
D

D)

e
e*;

0
5
D

D)

i

/4 nv
Il_l\

Common name: gca.nat.gowv.tw

SANs: gca.nat.gov.bw

Organization: 7TEIER Org. Unit: Bl EE&EE T
Location: TW

valid from June 26, 2015 to June 26, 2018

Serial Number: 6e80cf4dac90ff49ef3583748c2f3d4f
Slgnature Algorithm: sha256WithRSAEncryption
Issuer: TTEIFR

e~=_

‘=

3

Organization: TEIER Org. Unit: B EEEE P
Location: TW

Valid from January 30, 2013 to January 20, 2033
Serial Number: 21ee58efb5c1 a48f0aedf475ddb8as5c
Signature Algorithm: sha256WithRSAEncryption
Issuer: Government Root Certification Authority

e;

‘=

3

r

Organization: Government Root Certification Authority
Location: TW

Valid from July 18, 2017 to July 18, 2020

Serial Number: a3943b6f102651ceba539123749a2a2a
Signature Algorithm: sha256WithRSAEncryption
Issuer: Government Root Certification Authority - G1.5

5

Common name: Government Root Certification Authority - G1.5
Organization: TTEIEE

Location: TW

Valid from July 18, 2017 to July 18, 2020

Serial Number: 33e54ad1c06f18314a9c894e028bccf3
Signature Algorithm: shaz56WithRSAEncryption

Issuer: Government Root Certification Authority

r

e~=_

7?2 BEE A 2 T2 NATIONAL DEVELOPMENT COUNCIL

I

\

. B UK B AL RS

The hostname (gca.nat.gov.tw) is correctly listed in the certificate.

@ The hostname (

g oh ok = o 12 Al

m EHNIRELERRRESREEZL

ZRFM - EFRERE SR

) is correctly listed in t

The certificate is not trusted in all web browsers. You m:
I\ Intermediate/chain certificate to link it to a trusted root
& this error. The fastest way to fix this problem is to conta

Server

Common name:

SANSs:

Organization: 77ZP%

Location: TW

Valid from January 15, 2017 to January 15, 2020

Serial Number: 60859638810a3d41093402427e96e0e1
Signature Algorithm: sha256WithRSAEncryption
Issuer: TR

—

Organization: FTEER
Location: TW
Valid from January 30, 2013 to January 30, 2033
Serial Number: 088dd2963b8b629¢194e3200da77ce2c
Signature Algorithm: sha256WithRSAEncryption
Issuer: Government Root Certification Authority

=5 5 R

26


https://www.sslshopper.com/ssl-checker.html
https://www.sslshopper.com/ssl-checker.html
https://www.sslshopper.com/ssl-checker.html
https://www.sslshopper.com/ssl-checker.html

SSLER%&:E % R ERE R AA
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SSL#A/&:E % REIREEE(1/6)

B 2E 1 (https://gca.nat.gov.tw/web2/fag-05.html)

B NEEAEEELLZRSSURRE - AR RmBEME TEAE
’ Lnﬁn@ﬁﬂﬁ 1ﬁmﬁ§ E/i

B 55iFEEENessusEH R £ ZMozillal/REEEEE - HILE
HEIGCAZSSLEZERE IR BEASERNEE - BRI
R PR EREEA R - FEEMozillatE AGRCA21ZBN O] ##)R

B Microsoft Windows SHA256/&E Xz 124 -

® \Windows 2003 ZIISTE&8 I/ A $ESHA256/&:E + 7B NEHENEF
& (EHiE 4Rt AKB938397 & KB968730) Z&#:Patch®lServer_tE
]
® Windows 20004 5 & ;A I ESHA2567%:% - BE B AR I 1E
 EEE BRI IRAIWindows Server

® Windows XPEE#FZISP3RA Z1ESHA256/%:5
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SSL#R/&:E = R ERE 5 (2/6)

B Microsoft IIS
® L ARFBRIEFSERFERDEL MREFWAREINREBESHF -
OBER AR EIRER @ BEmen sl —aF % FER
CSR#1g
® U2  ;F2%E NIPEIEF CENZE TR
http://www.entrust.net/knowledge-
base/technote.cfm?tn=7905
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SSLIAZETE RREITEEE(3/6)

B Microsoft IIS
® Windows Server 2003853 ARS8 B E @ BRaE2THH
K IERENTAZE T (Win2003MErE2522015/7421E7 18 - Ei&
FhR)
® TJJRCSRIEBEXEEZE - FHAMMcLEEL RHEFMEXREILER

wETAEE/ED AN ERBEABGHRERZK)ZSEGCCAH
5 ZWindows IIS ESSL/ERE R B BRI RERAA S ETHED
=101 x|
@ EXE ST0 WR0 JORE0 WS REO =181 %]
L A Eaf = N EE] 7 ][
E L EEERETE | BiTH #hir
= _.ﬁk.JE-EE (FABEE | 7, worw test com twl wrw Sestcom = .
3 .E@mwz& Hig@iE
w O EEEEE
| PRSEE
W ) FEIEATE
w ) REEE
¥ B=HiE
| ZiEEHA
B
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SSLR/&:E = R EeE 55(4/6)

B Apache

@ ‘RIEEEIR SBasebd RIS - GCA%ES ZSSLZRE SDERARTE - 4
RT B O] LI FH

® httpd-ssl.confFE 2 EH BRI R T8 - SSLRE EHGCARE B R
W& B ##

® Apache 248U NhRABIP F V7 RFEBERLZEHEFHFABER  BFE=E
TR F M 2R ER

® 5 F = Private Keyt& 2 (server.key) Z R = KD

¢2 BRI A % 04 NATIONAL DEVELOPMENT COUNCIL
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nha

SSL#R/&:E = R ERE 5 (5/6)

B [omcat

® JAVARRAFEL 7ML L - 1.6h A FABug - BiShE % /&5 HEAE A

® EEHITERERZENRAINAETHBHNERNERNTRES -
mEA B R EPE BB RE R KIE(CSRIE AR H (A BT BRTR
keystorefgZ &)

® FhE T IRERE ALY RVEERNER
T8 T EEEFR: java.lang.Exception: BIZFM A SRESBRAEE
A

® SSLUREEAR - AR E M keystoretg il 7RI ESCSRIF 2[F—
flEltE 25

® GRCA » GCARFRFFATEFNRFMHRBIKIRFEA - IEFEERS
EEERMEBARIIRERE - NREEAEFERR - 2R
__$TErkeystore’RE EifRAHEE - EIETEBI O ERRE ARE
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SSLZ

/&% REE

E/—

8 £E (6/6)
MEIREE

=

[

H fE.,Ej\;f"E'vf ’fé//ﬁl nftHT'TEJEHIPLM? /EJEE‘E = |H| &
IEEiIRzE - KAKRFEANsEscEZDomain Name -+ Z|EzstE
i A\ ER AU EURFE ADomain Name A~AFRIMEZE

B A A2 EamRREENGT <Domain Name - EHItERE
Domain Name A~ % E’Jba/ﬂ_F Bae O AR RERET
Ot  LEEPE - U0 FHEIEER - THOSENZL
%% A ==

%
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9% = H4 T2 2
Mg ZLoe NEXTE

B GCA SSLE 72 /_RiE Bl A
GRCA1 — GRCA1 to GRCA1 5 —» GRCA1 5 to GRCA2 —
GCA2 —» SSL

B RELZRFMESZECCARILE 2 X HF
(https://gca.nat.gov.tw/web2/form02.html)

B 5 H AL EAkes 2 /ReE BRI E = iR -
SSL/REEM E5E RN . FHEE
(http://gca.nat.gov.tw/download/GCA_SSL Reset 5Laye
rChain.pdf)
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$] Efkeystore/R a8 B8R0 R (1/2)

B EEARANOpenSSLESRIserver.key - RIFEBEZEI(3)

s

B NA%%PEIZMNAETHBKBERIRIFEA

® i Keystore#E i B pfxiE 2
keytool -importkeystore -srckeystore %keystoreFile% -
destkeystore %pfxFile% -srcstoretype jks -deststoretype
PKCS12 -srcalias %aliasName% -destalias %aliasName%

® fepixiEZE P DBk LA E £ 18 (key)
openss| pkcs12 -in %pfxFile% -nocerts -nodes -out
%server.key%
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FJ lEfkeystore/& &% 55 #R L B (2/2)

® F AR & i@ EECSRIESE
openssl req -new -key %server.key% -out %server.csr%

® X|FHOpenSSLEATNRE R i EF BFR:E
openssl x509 -req -days 7305 -shal -extfile openssl.cfg -
extensions v3_ca -signkey %server.key% -in %server.csr%
-out Y%server.cer%

® i B2 KRB AR AR keystoret - LIFTENAEIRY /RS SR
keytool -import -keystore %keystoreFile% -alias %private
key entry% -file %server.cer%

® LH FIENF R EALRE FMkeystore © Z1BFESZGCAH
Ih_FRTomcat/&ag & 5 FMHETT/&E B ARIT]
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. Server Name Indication (SNI)
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SNIERHER (1/2)

B EBIPEHOPILRZRSSURE
B ZIEA9Web Server#iBrowserhfR A0~

Servers that Support SNI

® Microsoft Internet Information
Server IIS 8 or higher

® Apache 2.2.12 or higher, must
use mod_ssl

® Apache Tomcat on Java 7 or
higher

® All versions of lighttpd 1.4.x and
1.5.x with patch, or 1.4.24 or
higher without patch

® Nginx with implemented
OpenSSL with SNI support

Desktop Browsers

® Internet Explorer 7 and later on Windows Vista and later
Internet Explorer (any version) on Windows XP does
not support SNI

® Mozilla Firefox 2.0 and later

® Opera 8.0 (2005) and later
TLS 1.1 protocol must be enabled

® Google Chrome:
Supported on Windows Vista and later
Supported on Windows XP on Chrome 6 and later
Supported on OS X 10.5.7 on Chrome v5.0.342.1 and
later

® Safari 2.1 and later
Supported on OS X 10.5.6 and later
Supported on Windows Vista and later

Mobile Browsers

® Mobile Safari for iOS 4. and later

® Android default browser on Honeycomb (v3.x) and later

® \Vindows Phone 7
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SNIERAR (2/2)

> [SEEF A
Add Site Binding [ 2 [T

Type: IP address: Port:
|AII Unassigned v| |443 |
Host name:

Require Server Mame Indication

551 certificate:

yourdomaind.com M Select... View...

QK Cancel

» ApachesEJ57% : £ VirtualHost
B 0/£%= https://www.digicert.com/ssl-support/apache-
multiple-ssl-certificates-using-sni.htm
> Tomcats2 /3% : E£HSSLHostConfig
B OJ£3= http://www.studytrails.com/java/tomcat-multiple-
ssl-certificates-host-using-sni/
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