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SSL/&RE L2 TR E1R(2/2)

B BEEPLIATEEIRFRZAERR S EE
RERAREEMERDERIRECSRIE - ZBEMEZEX

TZTE-EEEE%IC;\%? ;

/RGBS MR ST R (D12 SSLURGE) - AAIRIS Ak

FEESRHABHESERAMEESEGFZE MRS

=5 8R B Fo i Al)

2 g AL T REM B E LN REE A

B EARASSLV3

https://www.nccst.nat.gov.tw/VulnerabilityDetail?lang=zh&seq=1
025

B R EHESEEALETNRBRBRNMNEES)
https://www.nccst.nat.gov.tw/VulnerabilityDetail?lang=zh&seq=1
029
http://download.icst.org.tw/attachfilenew/EXPORT 12 8l B {E 18 75
,.docx
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N

bt 1l A\ /\‘ |

x o5
ch & B F fag )H
1. FAHA NGRS REESZLIE g

N

1Y

(AFAN

:I:IIII—

N

2. EWAIEIRBRAEPE - BIKAIAUREZRFMN - EFRERE DR

0 The hostname (gtlscaweb.nat.gov.tw) is correctly listed in the certificate. 0 The hostname ( ) is COITECtly listed in t

Common name: gisca.nat.gov.tw
Server SANS: gtlscanatgowtw, gtiscawebonatgowtw

;ﬁ. Drganization: 7 E Og. Unic BERBES RS 2. The certificate is not trusted in all web browsers. You mi
[ T #¥\, Intermediate/chain certificate to link it to a trusted root
1 04T ALRgUST 2 0o ALRUS ] . - . "
I 0 Sarial FRaber, BoaBe SO TRA 106 S0 this error. The fastest way to fix this problem is to conta
signature Algarithm: shaZSEWithRSAEnCryption X
l suer; BEERERGEEREP O - G v sewgr gx:‘mon name:
s:
l ( \\ Organization:
Chain Commion name; 555 rEEEEPL -G Location: TW

BN EERRP ke | R
— Organization: i7E “ Valid from January 15, 2017 to January 15, 2020
i 1 Location: TW

r Valid frodm july 18, 207% to Awgust 18, 2031 S'enal Number:.
I ] serlal Number: 996d5feSade 6odelecdbledbl 4a3295 Signature Algorithm: sha256WithRSAEncryption

@ Signature Algorithm: shalSEwnhRSAENCryption issuer:
bsyer; ePEl Root Certification Authority - G2 \l ’
Chain Commen name: ePE Root Certification Authority - G2
— Organization: Chunghwa Telecom Co. Lid. aChaln
i Location: TW Organization:

Serial Number: 3beeeldlBe885030460TeBae D1 e Da

I " valid fromm November 17, 2015 to December 19, 2034 /m\ Location: TW
0 Signature Algarithm: sha2SEWnhREAENSryption lI‘ valid from January 30, 2013 to January 30, 2033
5 ) - " ‘

Issuer; Chungha Telecom Co Lid Serial Number:
Signature Algorithm: sha256WithRSAEncryption
Issuer:

Grganization: Chunghwa Telecom Co. Ltd. Org. Unit: ePEl Root Certification Authority

i Location: TW "' 44,
I " valid from December 15, 2004 to December 19, 2034 % ﬁ@ qj Iz_—zﬁ
Serial Numbaer: 1508006547 50albE 07005060 20 %
: !0 Signature Algarithm: shalWithRSAEmryption
Bauer Chunghva Telecom Co. Lid

72 BE %A £ K42 NATIONAL DEVELOPMENT COUNCIL 2


https://www.sslshopper.com/ssl-checker.html

GTLSCA/R:E ch iR

. GTLSCA SSLV /EBiaEilA

eCA — eCA1 to eCA2 - GTLSCA — SSL

. GTLSCAAZFBICA - FifE FH 2 1R /&R58 B o 4 R 58 B A
JREGCAAR[E

. HUSHTE:5GTLSCA SSL/RRE 18 @ s ikiBZEEFME
LB /REE B - [RANGCA SSL:E.;%E:%EEEDKEE
A
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1.

2.

BB 22 2020421 FTLS1.0641.1

B ~ 38R - Google XMozillalU KB E 3 EE RIS
2020F EH¥F & IFHB MR EE R ETLS (Transport
Layer Security) 1.0&%1.1MAIZ 1E

TLS 1.2H9Z 384

B Web Server
Windows Server 2008(lIS 7) ~ Apache 2.2.23 ~ JAVA
7(Tomcat, WebLogicE) (&) £

3| EE B2

R
IE11 - Chrome 22 - Firefox 27 ~ Safari(Mac OS X: 7, I0S:
5) ()L
0]3%E8SSL Labs#duh iRl A8 B el ikes @ & < #ETLS 1.2
https://www.ssllabs.com/ssltest/index.html
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TLS1.0E1. 142 |t V&

. Windows Server 2003 (II1S 6)&2& "2 #ETLS 1.0 - BB
FIERFIULSZTETLS 1.08 - BREEMAILEEEREE

- BEERAK

. Web Server&ABELIETLS 1.2 - 1 HiFZEWeb Server
ZEXERMATLS 1.2

. SSL/TLSiHER BEWeb Serverzl.t%?z%ﬁ,hi;ﬁﬁ%?«%
SSLZRFBABI EE &I - BAEZRINEEE
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TLS 1.252 ERA(1IS)

. E{ELZWindows Registry
(HKey_Local_Machine\System\CurrentControlSet\Control\Security
Providers \SCHANNEL\Protocols)

. OJEERGTLSCAMIL M SARIFH Z.regless - #
BarEdam FNEIoJETERE - ol RRFENZ L Registry
Z i X8

https://gtlsca.nat.gov.tw/download/Disable Protocols.zip

. KregtEZZFBTLS 1.2 Serverl#i € - W EIEASSLY2
» SSLv3 ~ TLS 1.0MITLS 1.1 Serverlf 17 E

. ICFAZR O gE g R EMEE M Zmal IIeE 2 E 4R (ex: SQL
Server ~ RInFHF) - E&ZohiORE ERAGEERE
BARRZIENFH IR TE

¢2 BEi& A& 304 NATIONAL DEVELOPMENT COUNCIL 36



TLS 1.25% ERYFH(Apache)

B ZCNSSLER E NS (— M Ahttpd-ssl.conf)

# SS5L Protocol support:

= List the protocol wversions which clients are allowed to
= connect with. Disable SSLv2 by default (cf. RFC €176).
SSLProtococl All -SS5Lv: —S5Lwv3 -TLSvl -TLSwvl.1

# S5L Cipher Suite:

7 List the ciphers that the client is permitted to negotiate.

# See the mod ssl documentation for a complete list.
S5LCipherSuite EECDH+AES1Z8:EECDH4+AES256:FEECDH4CAMELLIA: |ECDSA: |MDS

¢ BE i A& £ 54 NAIONAL DEVELOPMENT COUNCIL
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TLS 1.25%E R A (Tomcat-1)

B Ziserver.xmlzk E & (Httpl1NioProtocol)

<Connector port="443" protocol="org.apache.coyote. httpll.HttplilNioProtocol®

connectionTimecut="8000"

maxThreads="150"

URIEncoding="UTF-8"

enablelockups="false"

SELEnabled="true"

scheme="https"

secure="true"

keystoreFile=

keystorePass=

clientAuth="false"

sslProtocol="TLSv1.2"

ci*_c-he.rs—"TLg ECDHE RSA WITH AES 12'8 GCM SHAZ256,
TLS ECDHE RSA WITH AES | 256 GCM . SI—LFLSﬁd
TLS ECDHE RSA WITH AES 12'6 CBC SHA,
TL? ECDHE RSA WITH AE'E 12'6 CBC SHAZ256,
TLS ECDHE RSA WITH AES 256 CBC SHA,
TLS ECDHE RSA WITH AES 256 CBC SHA384" />
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TLS 1.25% € R A (Tomcat-2)

B ZZserver.xmlzk & & (Http11AprProtocol)

<Connector port="443" protocol="org.apache.coyote.httpll .HttpllAprProtocol"
connectionTimeout="8000" maxThreads="150" SSLEnabled="true"
scheme="https" secure="true">
<UpgradeProtocol className="org.apache.coyote. http2. Http2Protocol" />
<55LHostConfig honorCipherOrder="true" protocols="TLSvl.2"
ciphers="TLS ECDHE RSA WITH AES 128 GCM SHA256,
TLS ECDHE RSA WITH AES 256 GCM SHA384,
TLS ECDHE RSA WITH AES 128 CBC SHA,
TLS ECDHE RSA WITH AES 128 CBC SHA256,
TLS ECDHE RSA WITH AES 256 CBC SHA,
TLS ECDHE RSA WITH AES 256 CBC SHA384">
<Certificate certificateFKeyFile=" "
certificaterFile=" "
certificateChainFile=" n
type="RSA" />
</S8S5LHostConfig>
</Connector>
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SSL#H &g = R [E 2 55(1/6)

%%Zﬂﬂt(https //gca.nat.gov.tw/web2/fag-05.html)

. MEBEEAERRE T ZRSSUERE - AERXEEMETEA
E - EEAERERE LR A
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SSL48 &G = 7 5l eE 5 (2/6)

3. Microsoft IIS
I%IEABE‘%E%?@;?FS?&%E%ED}%% KEREBBILAEINZESIES
- OJBEREIBIEL  BERE %?D%EW—AI%&
FEEBEKIE g E%/}%T@J,\ﬂi O ER R TR

B cerl¥EmEEBEBMPHIEE - BAKBEEFMEMT
MER% - BSEGCABILREH OB F MILRE R
222 4R EE HED B phii 2t
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http://www.entrust.net/knowledge-base/technote.cfm?tn=7905

%%ﬂ/uﬁﬂﬁ%ﬁ(3/6)

ik

\Y V4 \N E
SSL 28 /%

3. Microsoft IIS

B O RCSRIEXEERRE - FHAmmcLAE L/REFAMEKRETA
BEIMETLEEBED - RREEARGTHUREEXK)

2 EZGCAILE ZWindows IS ESSLRE H D BB R ERR
B A E1THR 1D
RI=IEY

@ BEO ®iTQ ®AO SNEE0 RASW KA =18 ]|
RGN EE I

TEIpa@ER |96 - ESE it

= G B RIS | 7 wew testcom e/ wrw Sest com tu/ =

= @A

F O IEIEERE HigdhiE J
] EEEEE

| PSR

] FEEEE

iR EEE

¥ B=HiE
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4. Apache

W RS T SBase644R M - GTLSCAZEE ZSSLIRFE A
DER#mHS - BT IR O] S Z LK

B httpd-ssl.confFE 252 € £ ERIFA R T8  SSLRFE
GTLSCA/RE h iR & H %

m Apache 248U MMRAHED F 7 RESESRERAINEE
£ pEBLRFM B

B ;5T = Private Keyt&2&(server.key) Z R F X EHD
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SSL% \B’EE%_Q%/UFD%%EE(S/6)

5. Tomcat

B SENTERERTENRANMECRREREXNEIH
B o NMEAEREBEREN/RE R KIE(CSR)E ) AFCH (R
T R IRF1E.keystore B ZE )

B B EIBEREALEERNES
i T EHEEFR: java.lang.Exception: BB AR ERES
A FEAR

B SSURREEARS - SBR[ keystoretg B 7 B E £ CSRIS
= [ — AR

B [E N RERGFNEIEFRIRFMRABMKIEREA - IEFEE
2 iaaR M EAERGE S if

¢2 B% g A % R4 NATIONAL DEVELOPMENT COUNCIL

45



SSLEA/REE = R E rE 5= (6/6)

e ZEBNEEERIPES  ERNHIREEEH 2
IF®IRe  HA&FENEEscE2Domain Name -« ZEzsth
g A BRI READomain NameARFRIMEZE

NEA B LR RENRLEC ZDomain Name - EIIER 2

l.

[

~1

==

NE=S
Domain NameK'ﬁE’J BN - BEE O DIEHhEERS §U1
o] - AE EE B0 FHEIEES - FHEOSEML

T & .
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TLS/SSL17% X 1H e 48 i ) 2
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D.

TLS/SSLERREE R KB

Padding Oracle On Downgraded Legacy
Encryption (POODLE)

Browser Exploit Against SSL/TLS (BEAST)

Compression Ratio Info-leak Made Easy
(CRIME)

Browser Reconnaissance and Exfiltration via
Adaptive Compression of Hypertext (BREACH)

Heartbleed
¢2 B% g A % R4 NATIONAL DEVELOPMENT COUNCIL



POODLEIY £

B POODLE(Padding Oracle On Downgraded Legacy Encryption)
BR—BPEAKRES - AASSL 3.00ENEBRIEARBIA
RER - B LEENIFERABNALERGSERNIES - B
ERBISSLEYWEE (AR - ERWEEEBRZMMATE
R INERE -

B fESASSL 3.02&HTLSFENR - BEMMREBEBRBE—FH AL BN
MRZAARIEE - TLSH Pl EI Rz R R BR B RN E - F15
POODLEX ESFDUETT -

Client Request Man in the Middle  Server Response
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POODLE%JZR

B ZFHSSL 3.0/ E:
B 3] Ak IR E% EWeb Server
B AP EEE R

B EEZRAENZFET - OpenSSL.orgNZE NS E
imAd B el ResEAATLS FALLBACK SCSV#H - DIE
RIEEVNERFRHSSL 3.0 - EXEEAERRTIME
HIPEAR -
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BEASTIWEE

B BEAST(Browser Exploit Against SSL/TLS) W B A 2 &8 e
EItHEHEEEPREEFEESENER - WEEM IR
SSL 3.0MTLS 1.0LARTRY AR AR B2 H PRI R SRARS -

B iR TLS 1.1 DUERSIERIBIELE ¥ - o2 EE{IBETIE
FEENVDRE - IEA—E TCP FINSYRSTHR &R E + o4
TLS 1.03&ETIEE -
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BEASTHR

B 3 iR ImE8 EWeb Server
— BEHITTLS 1.1F1.21%E

B =R AERs
— BITEIITTLS 1.1711.2%
— FinternetHintranet&PH £ ActiveX ControlsF]Active
Scripting
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CRIMEIZ £

B CRIME(Compression Ratio Info-leak Made Easy)%%ﬁé\\é’%
EIRNE LI e ENBRAERRERETNME

B CRIMET] # BV B E 1 ER 45 BV SSL/TLS 177 & P {8 881 B Fh 22
Web Cookie - £ INEEE B n BuzeCookie® + WEETLBE
ETEGIMTMEEE—DINE -
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CRIME£}R

B OERZEHEGEMEBERCRIME - EifetBPInl I Ezs P
ZHBEAE - 2eBRAINRETLSH RS EEIEEAERER
— EHIRAEIChromeFFirefox B EIE LR RE - IEA|E AL IE
TLSEEMASEE -
— FATLS 1.2 - KTLS 1.278% 2 NEHE O ER4E -
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BREACHIV &

B BREACH(Browser Reconnaissance and Exfiltration via Adaptive
Compression of Hypertext)E—ECRll\/lEIﬁZ 2 AREES - BB
BB FRAENEAERERANZE  WEREE Rz NERN
HTTP%’?M@@@%@EHTTPS$A5£é’%ﬂ

B BICRIMEZE—1% - BREACHTWZERE : 1. BSEEZAST - 2, it #@ﬁﬁ
ZELTEIE HTTP request - AEIHI G ZE - BREACH 5
server response RZEF|WEHH -
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BREACH¥IR

B BREACH £ SSL/TLS FRAHE] - HiemRENRE  RE2FGS

71 J\Z10 3

Al E PR IREERIIR - BIA olsEM A2 SSL/TLS MR FREMNER -
#HMIEZE] session hijacking - S 2WNSEEER -
B At HRIEE#EBREACHREE IR

/~\H

B 1. Server AMERA HTTP B45 -

B 2. Server AEj% client request PHIZFDERI M E
response & -

B 3. Server response PAEBRSZSEEMNER -
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Heartbleed)R)@ EA ¥ R

B Heartbleed ®EFEOpenSSLAYTLS/DTLS Bz £ ERY
Heartbeat ( /0\Bk ) ‘ERINEEF - 2R NER S ISACEE
ABRIINE - EREOLENE AR EEANRANEZER
OpenSSLEFEFIREMNEEER - AIHIIRREN - E2EHTX
ZSHER - E1E ,Fﬁ,HIKESSL/TLST TEERE - ME0penSSL
(KT B EIETLSIER eI EE:

B ¥R . R ERIO0penSSLARAA1.0.1~1.0.1fh A0 1.0.2-
beta~1.0.2-betallk - REE#H21.0.1951.0.2-beta2 LB AR
RO -
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fE%1 : Server Name Indication (SNI)
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SNI (1/2)

> EE—|PEM O ZIEZRSSLUREE
> ZEMIWeb Serverf2BrowserhR A~

Servers that Support SNI

® Microsoft Internet Information
Server IIS 8 or higher

® Apache 2.2.12 or higher, must use
mod_ssl|

® Apache Tomcat on Java 7 or
higher

® All versions of lighttpd 1.4.x and
1.5.x with patch, or 1.4.24 or
higher without patch

® Nginx with implemented OpenSSL
with SNI support

Desktop Browsers

® Internet Explorer 7 and later on Windows Vista and later
Internet Explorer (any version) on Windows XP does not
support SNI

® Mozilla Firefox 2.0 and later

® Opera 8.0 (2005) and later
TLS 1.1 protocol must be enabled

® Google Chrome:
Supported on Windows Vista and later
Supported on Windows XP on Chrome 6 and later
Supported on OS X 10.5.7 on Chrome v5.0.342.1 and
later

® Safari 2.1 and later
Supported on OS X 10.5.6 and later
Supported on Windows Vista and later

Mobile Browsers

® Mobile Safari for iOS 4. and later

® Android default browser on Honeycomb (v3.x) and later

® \Windows Phone 7
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SNI (2/2)

Add Site Binding (2 [ x|

Types IP address: Port:
|AII Unassigned v| |-‘1-'-13 |

Host name:
Require Server Mame Indication

S5L certificate:

> |ISEEE A

yourdomain.com h Select... View...

QK Cancel

> Apaches E73)% @ f£HVirtualHost
» Tomcatag 7374 : EFSSLHostConfig
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