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(Information Gathering Attacks)

(Buffer Overflows)
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&

www.iss.net |SS
www.intrusion.com  Security Analyst

»WI ndows:
it p . | | WWW. ml crosefit . com
L.t..2ms p X
IPlanet: http://developer.iplanet.com/tech/security/
Apache Tutorials:
http://nttpd.apache.org/docs/misc/tutorials.html

» Security Tips:

ﬁ__hhttp:// httpd.apache.org/docs/misc/security tips.htmil
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Cexe .l

Include
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(.txt

shtm
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. ACL

C:\Inetpub\Wwwroot\Myserver\Static (.html)
C:\Inetpub\Wwwroot\Myserver\Include (.inc)
C:\Inetpub\Wwwroot\Myserver\Script (.asp)
C:\Inetpub\Wwwroot\Myserver\Executable (.dll)
C:\Inetpub\Wwwroot\Myserver\Images (.gif, .jpeqg)

C:\Inetpub\Ftproot (FTP )
C:\Inetpub\Mailroot (SMTP )
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C:\ Inetpub\lissamples

1S \IISSamples

1S \IISHelp C:\Winnt\Help\iishelp
C:\Program files\Common

e files\System\Msadc
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Log
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http://www.securityfocus.com/bid
C a s s a n d rhtps:// assandra.cerias.purdue.edu/main/index.htmi
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2 1S Log
3 Logging
4
5 [ ISADMPWD
6 SCript mappings
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& ( Hidden Content)

(Comments) Metatags

2 HTTP
Server Header

(X-)
3 (URLS) (authentication
credentials) Java applets ?

4 robots.txt
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(anti-caching)
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& ( Aut hent i'c.ati on Met noad)

PKI Enabled

2 |Form-Based:
f orm Post

3 |HTTP Basic Auth:

Si gn- On
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+S1 gn- On

( warning banner)

(credentials)

OO DN

(Contf iir m
Lockout Mechani s m)

5 DDo s
3] t 1 meout
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1 (Sign-off)
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1 Form
post

2 encryption (SSL frames )
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1 form element
-- permutation list
- verbose

2 HTTP

- permutation list
e Verhaose
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