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RSA# & 2 (1/2)
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£ 4 # 4 (Key Generation )

@ Select p, q p and q both prime

@ Calculaten=p X g

@ Calculate ¢(n) = (p-1)(g-1)

@ Select integer e ged(dp(n), e) =1; 1 <e < ¢(n)
@ Determine d d=e!tmod ¢(n) (i.e., ed =1 mod ¢(n))
@ Public key KU ={e, n}

@ Private key KR ={d, n}
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RSA# & 2 (2/2)

4 2:& 5 (Encryption)

@ Plaintext M <n

4 Ciphertext C = Mé (mod n)
iz 2@ 5 (Decryption)

4 Clphertext C

@ Plaintext M = C9 (mod n)
=z > (Security)
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RSA# & i /?;? # 5 (1/2)

&4 2 % (Key Generation)
@ Select two prime numbers, p=7and q = 17
@ Calculaten=p X g=7 X17 =119
@ Calculate ¢(n) = (p-1)(g-1) =6 X 16 = 96

@ Select integer e such that gcd(¢p(n), e) =1 and 1 <e < ¢(n);
In this case, e =5

@ Determine d such that d = et mod ¢(n) (i.e., ed = 1 mod
®(n)). The correct value isd = 77, because 77 X5=385=14

X% +1
@ Public key KU ={e, n} = {5, 119}
@ Private key KR ={d, n} = {77, 119}
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A4 5 (Encryption)
OFor a plaintext input of M = 19
@ Ciphertext C =Me? (mod n) =19° (mod 119) = 66
19°/119 = 2476099 / 119 = 20807 4> 66
iz %:F 5 (Decryption)
@ Plaintext C =166

@ Ciphertext M = C¢ (mod n) =667 (mod 119) =
19

6677/119 = (1.27...X10%9 / 119 = 1.06...X10%8 &
19
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3 #ic FEER CE N
Message Digest 2 128bits Ron Rivest
(MD2)

Message Digest 4 128bits Ron Rivest
(MD4)

Message Digest 5 128bits Ron Rivest,1992
(MD5)

Secure Hash Algorithm  160bits NIST/NSA,1992
(SHA) » SHA-1
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On the Internet, nobody knows you’re a dog.

By Peter Steiner on page
61 of July 5, 1993 issue
of the New Yorker

"On the Internet, nobody knows you're a dog.”
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Man-in-the-middle (MITM) Attack
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Man-in-the-middle (MITM) Attack

) From Wikipedia, the free encyclopedia.

€ In cryptography, a man in the middle attack (MITM) is an attack in
which an attacker is able to read, and modify at will, messages
between two parties without either party knowing that the link
between them has been compromised. The attacker must be able to
observe and intercept messages going between the two victims.

@ The possibility of a "man in the middle" attack remains a serious
security problem for public-key based cryptosystems. A widely used
Lnechanlsm for defeating such attacks is the use of digitally signed

eys

€ Such signed keys (eg, signed by a certificate authority) are one of the
primary mechanisms used for secure world wide web traffic (eg,
HTTPS SSL or Transport Layer Security protocols). However, lack of
care in endorsing the match between identity information and public
keys by certificate authorities is a problem for these systems.

€ While this example focuses on the MITM attack in a cryptographic
context, MITM should be seen as a general problem resulting from
any use of intermediate parties acting as a proxy for the clients on
either side.
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ITU-T X.509 2 44§ 3% 2
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-] What is PKI?

€ PKIE - a3 0@ £45%45 5 ol ¥ & (v hlnfrastructure > #73)
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- E
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Destination Source
Authentication Nonrepudiation Nonrepudiation
Service SERTER Service
_ Session
Integ_rlty Confidentiality
Service Service

Message Key
Confidentiality e Certificate Recovery
Service Certification Revocation Service
Archiving
Access Time-Date
Control Stamp
Service Service
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With SCVP Service
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J ITU-T Recommendation X.509

€ Information Technology - Open Systems Interconnection — The
Directory: Authentication Framework

J RFC 3280

€ Internet X.509 Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile

J RFC 3379

€ Delegated Path Validation and Delegated Path Discovery Protocol
Requirements

1 RFC 5055
€ Server-Based Certificate Validation Protocol (SCVP)

) Appendix 3 & 4 of JKST-IWG 2003 Final Report

@ Certificate Path Processing Implementation Guideline
€ JKST-IWG Certificate Path Processing Testing Guideline
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Useful Resources

I GRCA# =t © http://grca.nat.gov.tw

1 GCA4 =L © http://gca.nat.gov.tw

I MOICA %=k http://moica.nat.gov.tw

I MOEACA® =t © http://moeaca.nat.gov.tw

I XCAH =L © http://xca.nat.gov.tw

) GTestCA =k © http://gtestca.nat.gov.tw

iz ﬁ& oo B & A A HIE R B IR
tp://grca.nat.gov.tw )

EIGPKI’& I - LA il A
(http //grca nat gov. tw)

( http://gca.nat.gov.tw)
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http://grca.nat.gov.tw/
http://grca.nat.gov.tw/
http://gca.nat.gov.tw/
http://moica.nat.gov.tw/
http://moeaca.nat.gov.tw/
http://xca.nat.gov.tw/
http://gtestca.nat.gov.tw/
http://grca.nat.gov.tw/01-06.html
http://gca.nat.gov.tw/05-02.html
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Replay Attack : 12 Logon i &](1/2)

Earlier Time : 2 7 %ﬁg%&i #-5k = eologonit g 342 Kk

[”

55 —
mLogon =

=]

2] ogon Server

mLogon"% B

-
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Replay Attack : rzLogon i %(2/2)

Later Time : 3 7 #-L % 342 %2 3k = ehlogonit & € i3 L R
* % silogon Server s B E MR Z 2 L F A ko KR
FIINGFRAT G R A A FiTEREP

% =
el ogonzt &

M| 23K ogon Server
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Replay Attack

_IFrom Wikipedia, the free encyclopedia.

@ An attack in which a valid data transmission
IS maliciously or fraudulently repeated,
either by the originator or by an adversary
who Intercepts the data and retransmits It,
possibly as part of a masquerade attack.

@ A way to avoid replay attacks is using
session tokens.

# Session tokens can be chosen at random or
using any algorithm that prevents duplicates.

€ Timestamping is another way of preventing
a replay attack.

o LA By
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¥ Replay Attack =¥t K
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¥t Replay Attack st K

-- 12 SSL/TLS Handshake % ]

SSL/TLS Handshake Servertfii %+ —~ finonce » &%
Clientém: £ ~ flinonce - &7 Server Hello@ £ [[ 127 Client
Client HelloF*ELf[ 15255 Server > \ﬁlluﬂt\ Server
noncexLf!132-bit timestamp™ | @ CLIENT _HELLO e, e ) 4] jioPremaster
28 bytes random numbers=' 5% / - Ilied i tilion iyl

nonce FLELHE - fili E'J’FE‘TFJFISJ?F%T

ZERE RIS

7 Client Key ExchangeF L 2 / FUIFIFY
I S CERTIFICATE T
N %‘ijﬁlﬁﬁ‘f | EURIAY Master Secret > J’EL'JMas_ter
Premaster Secret » {1 ¢| CERTIFICATE REQUEST Secretjfitt 14 [Flfiusession
Client nonce > Server nonce 5 < SERVER_DONE keys (shared secret keys)

. . . eIz =<r|; FEIS S s
Client!iffi ™ client write key | \(& CERTIFICATE _S?fverfgj:_lﬁ‘_'%ﬁ gfntfﬁm,;tlﬂ J
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¥r+wReplay Attack m}j- ¥

_IExample of Oakley Key Exchange:

@1 > R: CKY,, 0, OK_KEYX, GRP, g¥ EHAO,
NIDP, ID,, IDg, N, Sii;[ID, || IDg || Ny || GRP || g% ||
EHAO]

@R —> |: CKYg, CKY, OK_KEYX, GRP, @,
EHAS, NIDP, IDg, ID,, Ny, N,, Scr[1Dg || 1D, || N&
IN; || GRP || g¥ || g* || EHAS]

@1 > R: CKY,, CKYg, OK_KEYX, GRP, gX,
EHAS, NIDP, ID,, IDg, Ng, N,, Sc<[1D, || IDg || N,
| Ng [| GRP [l g* || 9¥ || EHAS]

‘ TR @
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¥t Replay Attack st K

= 5 (2/3

1 Notation:
€ | = Initiator
€ R = Responder
€ CKY,, CKYj, = Initiator, Responder Cookies
€ OK KEYX = Key exchange message type
€ GRP = Name of Diffie-Hellman group for this exchange
€ ¢%, g¥=Public key of initiator, responder

€ EHAO, EHAS = Encryption, hash, authentication functions, offered
and selected

€ NIDP = Indicates encryption is not used for remainder of this
message

@ ID,, IDg = Identifier for initiator, responder

€ N,, N; = Random nonce supplied by initiator, responder for this
exchange

€ S, [X], Skr[X] = Indicates the signature over X using the private
key (signing key) of initiator, responder

‘ TR @
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¥r+wReplay Attack m}f "4

1Oakley ®#_— i 12 Diffie-Hellman;# & ;# 2 A7
-1Key Exchange Protocol > iz §_ Oakley+r

-

IV A Y P ol
1t employ a mechanism known as cookie to thwart
clogging attack.

@ It enables the two party to negotiate a group; this
In essence, specifies the global parameters of the
Diffie-Hellman key exchange.

@ It uses nonces to ensure against replay attacks.

@ It enables the exchange of Diffie-Hellman public
key value.

@ It authenticates the Diffie-Hellman exchange to
thwart man-in-the-middle attacks.
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